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Abstract

Adversarial training is a popular method to robustify models against adversarial attacks.
However, it exhibits much more severe overfitting than training on clean inputs. In this work,
we investigate this phenomenon from the perspective of training instances, i.e., training
input-target pairs. Based on a quantitative metric measuring the relative difficulty of an
instance in the training set, we analyze the model’s behavior on training instances of different
difficulty levels. This lets us demonstrate that the decay in generalization performance of
adversarial training is a result of fitting hard adversarial instances. We theoretically verify
our observations for both linear and general nonlinear models, proving that models trained
on hard instances have worse generalization performance than ones trained on easy instances,
and that this generalization gap increases with the size of the adversarial budget. Finally,
we investigate solutions to mitigate adversarial overfitting in several scenarios, including fast
adversarial training and fine-tuning a pretrained model with additional data. Our results
demonstrate that using training data adaptively improves the model’s robustness.
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1 Introduction

The existence of adversarial examples (Szegedy et al., 2014) causes serious safety concerns
when deploying modern deep learning models. For example, for classi cation tasks, impercep-
tible perturbations of the input instance can fool state-of-the-art classi ers. Many strategies

to obtain models that are robust against adversarial attacks have been proposed (Buckman
et al., 2018; Dhillon et al., 2018; Ma et al., 2018; Samangouei et al., 2018; Pang et &l., 2019,
2020; Xiao et al., 2020), but most of them have been found to be ine ective in the presence
of adaptive attacks (Athalye et al., 201&; Croce and Hein, 2020b; Tramer et al., 202.0; Croce
and Hein, 202.). Ultimately, this leaves adversarial training (Madry et al., 2018) and its
variants (Alayrac et al., 2019; Carmon et al., 2019; Hendrycks et al., 2019; Kumari et al.,
2019; Zhang et al., 2019a; Gowal et al., 2020; Wu et al., 2020; Gowal et al., 2021; Jiang et al.,
2023; Wang et al., 2023; Cui, 2024; Zhong et al., 2024) as the most e ective and popular
approaches to construct robust models. Unfortunately, adversarial training yields much
worse performance on the test data than vanilla training. In particular, it strongly su ers
from over tting (Rice et al., 2020), with the model's performance decaying signi cantly on
the test set in the later phase of adversarial training. Because modern deep neural networks
have su cient capacity to t the training data perfectly, even under adversarial attacks,
over tting remains one of the primary challenges for improving model robustness on the
test data. While the over tting issue can be mitigated by early stopping (Rice et al., 2020)

or model smoothing (Chen et al., 2021b), the reason behind the over tting of adversarial
training remains poorly understood.

In this paper, we study this phenomenon from the perspective of training instances, i.e.,
training input-target pairs. We rst introduce a quantitative metric, based on the percentile

of the instance's loss objective, to measure the relative di culty of an instance within a
training set. Then, we analyze the model's behavior, such as its loss and intermediate
activations, on training instances of di erent di culty levels. This lets us discover that the
model's generalization performance decays signi cantly when it ts the hard adversarial
instances in the later training phase.

To more rigorously study this phenomenon, we conduct theoretical analyses on both linear
and nonlinear models. For linear models, we study logistic regression on a Gaussian mixture
model, in which we can calculate the analytical expression of the model parameters upon
convergence and thus the robust test accuracy. Our theorem demonstrates that adversarial
training on harder instances leads to larger generalization gaps. Furthermore, the di erence
in robust accuracy between the models trained by the hard instances and the ones trained by
the easy instances increases with the size of the adversarial budget. In the case of nonlinear
models, we derive the lower bound of the model's Lipschitz constant when the model is
well t to the training instances under adversarial attacks. This bound increases with the
di culty level of the training instances and the size of the adversarial budget. Since a larger
Lipschitz constant indicates a higher adversarial vulnerability (Ruan et al., 2018; Weng
et al., 2018a,b), our theoretical analysis con rms our empirical observations.

Our empirical and theoretical analyses indicate that avoiding tting the hard training
instances can mitigate adversarial over tting. We therefore study this in three di erent
scenarios: standard adversarial training, fast adversarial training and adversarial ne-tuning
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with additional training data. We show that existing approaches that successfully mitigate
adversarial over tting (Balaji et al., 2019; Chen et al., 2021b; Huang et al., 2020) implicitly
avoid tting the hard adversarial input-target pairs, by either adaptive inputs or adaptive
targets. By contrast, the methods that focus on tting hard adversarial (Zhang et al., 2021)
instances are not truly robust under adaptive attacks (Hitaj et al., 2021).

Contributions. Our contributions are as follows: 1) Based on a quantitative metric
of instance di culty, we show that tting hard adversarial instances leads to degraded
generalization performance in adversarial training. 2) We conduct rigorous theoretical
analyses on both linear and nonlinear models. For linear models, we show analytically that
models trained on harder instances have larger robust test error than the ones trained on
easy instances; the gap increases with the size of the adversarial budget. For nonlinear
models, we derive a lower bound of the model's Lipschitz constant. It increases with the
di culty of the training instances and the size of the adversarial budget, indicating that
both factors exacerbate adversarial over tting. 3) We show that existing approaches to
mitigating adversarial over ting implicitly avoid tting hard adversarial instances.

Notation and terminology. In this paper, x and x%are the clean input and its adversarial
counterpart. We usef,, to represent a model parameterized byw and omit the subscript
w unless ambiguous. o = fy(x) and 0° = f,,(x% are the model's output of the clean
input and the adversarial input. Ly (x;y) and Ly (x%y) represent the loss of the clean
and adversarial instances, receptively, in which we sometimes omiv and y for notation
simplicity. We use kwk and kX k to represent thel, norm of the vector w and the largest
singular value of the matrix X, respectively. sign is an elementwise function which returns
+1 for positive elements, 1 for negative elements and 0 for 0.1 is the one-hot vector
with only the y-th dimension being 1. The term adversarial budgetrefers to the allowable
perturbations applied to the input instance. It is characterized by I, norm and the size as
asetSP()=1f jk kp g A notation table is provided in Appendix A.

Based on the notations above, given the training seD, the robust learning problem can
be formulated as the following min-max optimization problem. Unless explicitly stated, we
usually omit y in the loss function for notation simplicity.
minEoyo  max Lwlt ) ®

In this paper, vanilla training refers to training on the clean inputs, andvanilla adversarial
training to the adversarial training method in Madry et al. (2018). RN18 and WRN34
are the 18-layer ResNet (He et al., 2016) and the 34-layer WideResNet (Zagoruyko and
Komodakis, 2016) with the width factor 10 used in Madry et al. (2018) and Wong et al.
(2020), respectively. To avoid confusion with the general termover tting , which refers to the
gap between the training error and the test error, we use the termadversarial over tting to
indicate the phenomenon where the robust error on the test set signi cantly increases in the
late phase of training. Adversarial over tting often results in a signi cant generalization gap,
because the model's robust error on the training set decreases during training, an increase
in robust test error indicates that the model is not e ectively generalizing to new data.

The code to reproduce the results of this paper is publicly available on GithuB.

1. https://github.com/IVRL/RobustOver t-HardInstance.git
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2 Related Work

We concentrate on white-box attacks, where the attacker has access to the model parameters.
Such attacks are usually based on the rst-order information and stronger than black-box
attacks (Andriushchenko et al., 2020; Dong et al., 2018). For example, thdast gradient
sign method (FGSM) (Goodfellow et al., 2014) perturbs the input based on its gradient's
sign. The iterative fast gradient sign method (IFGSM) (Kurakin et al., 2016) iteratively
runs FGSM using a smaller step size and projects the perturbation to the adversarial budget
after each iteration. On top of IFGSM, projected gradient descent (PGD)(Madry et al.,
2018) uses random initialization and restarts to boost the strength of the attack.

Many methods have been proposed to defend a model against adversarial attacks (Pang
et al., 2020, 2019; Xiao et al., 2020). However, most of them were shown to utilize obfuscated
gradients (Athalye et al., 2018; Croce and Hein, 2020b; Tramer et al., 2020; Croce and Hein,
2021), that is, training the model to tackle some speci c types of attacks instead of achieving
true robustness. This makes these falsely robust models vulnerable to stronger adaptive
attacks. By contrast, several works have designed training algorithms to obtainprovably
robust models (Raghunathan et al., 2018; Wong and Kolter, 2018; Cohen et al., 2019; Gowal
et al., 2019; Salman et al., 2019). Unfortunately, these methods either do not generalize to
modern network architectures or have a prohibitively large computational complexity. As a
consequence, adversarial training (Madry et al., 2018) and its variants (Alayrac et al., 2019;
Carmon et al., 2019; Hendrycks et al., 2019; Kumari et al., 2019; Zhang et al., 2019a; Gowal
et al., 2020; Wu et al., 2020; Gowal et al., 2021; Jiang et al., 2023; Wang et al., 2023; Cui,
2024; Zhong et al., 2024) have become the de facto approach to obtain robust models in
practice. In essence, these methods generate adversarial examples, usually using PGD, and
use them to optimize the model parameters.

While e ective, adversarial training is more challenging than vanilla training. It was shown to
require larger models (Xie and Yuille, 2020) and to exhibit a poorer convergence behavior (Liu
et al.,, 2020). Furthermore, as observed in Rice et al. (2020), it su ers fromadversarial
over tting : the robust accuracy on the test set signi cantly decreases in the late adversarial
training phase. Rice et al. (2020) thus proposed to perform early stopping based on a
separate validation set to improve the generalization performance in adversarial training.
Furthermore, Chen et al. (2021b) introduced logit smoothing and weight smoothing strategies
to reduce adversarial over tting. In parallel to this, several techniques to improve the model's
robust test accuracy were proposed (Wang et al., 2020; Wu et al., 2020; Zhang et al., 2021),
but without solving the adversarial over tting issue. By contrast, other works (Balaji et al.,
2019; Huang et al., 2020) were empirically shown to mitigate adversarial over tting but
without providing any explanations as to how this phenomenon was addressed.

In addition to adversarial training, there are some previous works studying the training
dynamics and generalization properties of vanilla training (Neyshabur et al., 2017; Zhang
et al., 2017; Toneva et al., 2018; Swayamdipta et al., 2020). Unlike adversarial training,
models usually have pretty good generalization performance (Bartlett et al., 2020; Li
et al., 2021; Kou et al., 2023) despite over-parameterization, which are usually the cases
of deep neural networks. These phenomenon is calldgenign over tting. There are some
works connecting benign over tting with adversarial robustness. Bubeck and Sellke (2021)
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theoretically proves that at least ( nm) trainable parameters are needed for interpolatingn
m-dimensional instances. Sanyal et al. (2020) studies the overparameterization regime in the
context of label noise, and demonstrates that label noise in the training data dramatically
hurts adversarial robustness.

In this paper, we study the causes of adversarial over tting from both an empirical and a
theoretical point of view. We address how adversarial perturbations a ect the generalization
properties of deep neural networks. We also identify the reasons why prior attempts (Balaji
et al., 2019; Chen et al., 2021a; Huang et al., 2020) successfully mitigate it.

3 A Metric for Instance Di culty

Parametric models are trained to minimize a loss objective based on several input-target pairs
called training set, and are then evaluated on a held-out set called test set. By comparing
the loss value of each instance, we can understand which ones, in either the training or the
test set, are more di cult for the model to t. Therefore, our metric for instance di culty

is based on an instance's loss during the training process.

To this end, considering that we train the model for M epochs, we usd w;g", to represent
the model parameters in each epoch. In addition, we introduce the perturbation algorithm
A and useA(x;w) to denote the adversarial examples of the inputx given the model
parametersw. In vanilla training, Acean does not perturb the input, i.e., Agean(X; W) = X;
in adversarial training in (Madry et al., 2018), Apgp (X;w) is the adversarial example of
X qgnerated by PGD. Under this notation, the average losd is calculated asL(x;A) :=

W i21 Lw; (A(x;wj);y), where the loss functionL is de ned in Equation (1). We then
study the relative di culty level of an instance within a nite set, and de ne the di culty
function d of an instancex within a set D for the perturbation algorithm A as

d(x;A) = P(L(x;A) > L(e;A)je  U(D))+ %P(E(X:AF L(e;A)e UD); ()

wheree U(D) indicates that e is uniformly sampled from the nite set D. d(x;A) is
de ned based on the model, the attack algorithm A and the setD. Sinced(x;A) denotes
the relative di culty, it is a bounded function, close to 1 for the hardest instances and close
to O for the easiest ones.

We discuss the motivation for and properties ofd(x; A) in Appendix D.1. In particular, in
Appendix D.1, we demonstrate that the di culty function d mainly depends on the original
data x and the perturbation algorithm A; the model architecture and the training duration
have negligible e ects ond. Therefore, we usex and A as the parameters of the function
d, and omit the others for notation simplicity. In other words, d(x;A) can represent the
di culty of x within a set under a speci c type of attack A.

We show some of the easiest and hardest examples according to our metric in adversarial
training in Figure 1, which indicates that our metric aligns well with human perception.
The easiest instances are visually highly similar, with consistent and typical features of the
corresponding category. By contrast, the hardest ones are much more diverse and with
non-typical visual features. Some of them are ambiguous or even incorrectly labeled.
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(a) Easy@CIFAR10. (b) Hard@CIFAR1O. (c) Easy@SVHN. (d) Hard@SVHN.

Figure 1: Some examples of the easiest and the hardest instances in CIFAR10 (Krizhevsky
et al., 2009) and SVHN (Netzer et al., 2011) datasets. We pick some examples from the
\plane" category in CIFAR10 and \0" category in SVHN. The number on top of each image
indicates the corresponding value of the di culty function

In the remainder of this paper, we use the di culty metric as de ned by Equation (2), which

not only aligns well with human perception but also is straightforward, easy to obtain, and
facilitates our theoretical analysis. Although other instance di culty metrics have been
proposed, such as the ones in Baldock et al. (2021); Paul et al. (2021) based on margins to
the decision boundary, comparing them with our metric is subjective and out of the scope
of this work. We focus on using the di culty metric as a tool to analyze the adversarial
over tting phenomenon. In the following sections, we study how easy and hard training
instances a ect adversarial over tting.

4 Hard Instances Lead to Over tting

We empirically study how easy and hard instances impact the performance of adversarial
training, with a focus on the adversarial over tting phenomenon. Unless otherwise mentioned,
we use the general experimental settings in Appendix C.1.

4.1 Using a Subset of Training Data

We start by training RN18 models for 200 epochs using either the 10000 easiest, random or
hardest instances of the CIFAR1O0 training set via either vanilla training, FGSM or PGD
adversarial training. For FGSM and PGD adversarial training, the adversarial budget

is based on thel; norm and = 8=255. Note that the instance's di culty is de ned
based on Equation (2) with the same perturbations as in training. The perturbations of
vanilla training are considered to be zero. In addition, we enforce the training subsets to be
class-balanced. For example, the easiest 10000 instances consist of the easiest 1000 instances
in each class. We provide the learning curves under di erent perturbations in Figure 2.

For PGD adversarial training, in Figure 2a, while we observe adversarial over tting as
in Rice et al. (2020) when using the random instances, no such phenomenon occurs when
using the easiest instances: the performance on the test set does not degrade during training.
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(a) PGD Adversarial Training. (b) FGSM Adversarial Training. (c) Vanilla Training.

Figure 2: Learning curves obtained by training on the 10000 easiest, random and hardest
instances of CIFAR10 under di erent scenarios. The training error (dashed lines) is the
error on the selected instances, and the test error (solid lines) is the error on the whole test
set. The y-axis of each sub gure indicates the training or test error under the corresponding
perturbation, so the error rates of di erent sub gures are not comparable.

(a) Longer Duration. (b) Di erent Optimizers. (c) Hard Instance Removal.

Figure 3: (a) The training error (dashed line) and the test error (solid line) when we
conduct adversarial training on the 10000 hardest training instances for more epochs until
convergence. (b) The learning curves of training on the 10000 hardest training instances
when we use a di erent optimizer, including di erent learning rates and a di erent algorithm.
(c) The learning curves on the training (dash lines) and the test (solid lines) sets when we
remove the hardest training instances.

However, PGD adversarial training fails and su ers more severe over tting when using the
hardest instances. Note that this failure is not due to improper optimization. In Figure 3a
and 3b, we use longer training duration and di erent optimizers to conduct PGD adversarial
training on the hardest training instances, but the models' performance on the test set are
always near trivial. All these phenomena indicate that the cause of over tting is tting the
hard adversarial instances generated by PGD.

By contrast, FGSM adversarial training and vanilla training (Figure 2b, 2c) do not su er
from severe adversarial over tting. In these cases, the models trained with the hardest
instances also achieve non-trivial test accuracy. Furthermore, the gaps in robust test accuracy
between the models trained by easy instances and by hard ones are much smaller. Since



Liu, Huang, Salzmann, Zhang and S  wasstrunk.

vanilla training can be considered as PGD adversarial training with = 0, FGSM adversarial
training does not yield truly robust models (Madry et al., 2018); the observations in Figure 2
indicate that adversarial over tting happens when we aim to obtain models robust against
an adversarial budget of a large size.

In Appendix D.3, we perform additional and comprehensive experiments, evidencing that
our conclusions hold for various di culty metrics, datasets and values of , and for an

adversarial budget based on thd, norm. Speci cally, we show that more severe adversarial
over tting happens when the size of the adversarial budget increases. That is to say, in
term of model generalization, tting hard training instances is more harmful when we are

training against stronger perturbations.

Despite harmful, the experiments discussed below show that simply removing hard instances is
not the optimal choice. In Figure 3c, we conduct PGD adversarial training using increasingly
more training instances, starting with the easiest ones. The learning curves on the test set
indicate that the models can still bene t from more data, but only when combined with
early stopping used in (Rice et al., 2020). It means that the hard instances can still bene t
adversarial training, but need to be utilized in an adaptive manner.

4.2 Using the Whole Training Set

(@ (b)

Figure 4: Analysis on the groups&), G, G and & in the training set. The right vertical
axis corresponds to the training (dashed grey line) and test (solid grey line) error under
adversarial attacks for both plots. Left plot: The left vertical axis represents the average
loss of di erent groups. Right plot:  The left vertical axis represents the averagd, norm of
features extracted during training for di erent groups.

Let us now turn to the more standard setting where we train the model with the entire
training set. To nonetheless analyze the in uence of instance di culty in this scenario, we
divide the training set D into 10 non-overlapping groupsfG;g’,, with G = fx 2 Dj0:1 i
d(x;Apgp) < 0:1 (i+1)g, whered(x;Apgp) is the di culty of x based on PGD attacks.
That is, & is the easiest group, wherea&y is the hardest one. We then train a RN18 model
on the entire CIFAR10 training set by PGD adversarial training and monitor the training
behavior of the di erent groups. In particular, in Figure 4a, we plot the average loss of
the instances in the groups&, Gs, & and &. The results show that, in the early training
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stages, the model rst ts the easy instances, as evidenced by the average loss of group
& decreasing much faster than that of the other groups. By contrast, in the late training
phase, the model tries to t the more di cult instances, with the average loss of groups
& and G; decreasing much faster than that of the other groups. In this period, however,
the robust test error (solid grey line) increases, which indicates that adversarial over tting
arises from the model's attempt to t the hard adversarial instances.

In addition to average losses, inspired by llyas et al. (2019), which showed that the penultimate
layer's activations of a robust model correspond to itsrobust features that cannot be
misaligned by adversarial attacks, we monitor the group-wise average magnitudes of the
penultimate layer's activations. As shown in Figure 4b, the model rst focuses on extracting
robust features for the easy instances, as evidenced by the comparatively large activations
of the instances inG. In the late phase of training, the norm of the activations of the hard
instances increases signi cantly, bridging the gap between easy and hard instances. This
further indicates that the model focuses more on the hard instances in the later phase, at
which point it starts over tting.

5 Theoretical Analysis

The empirical study in Section 4 indicates that adversarial over tting arises from tting hard
adversarial training instances. We now study this relationship from a theoretical viewpoint.
We start with a linear model: the logistic regression model on a Gaussian Mixture Model.
In this toy example, the adversarial examples and the corresponding loss function have
analytical expressions, allowing us to precisely draw the relationship between the instance
di culty and the generalization performance. We then generalize our analysis to general
nonlinear models and use the models' Lipschitz constant as a proxy for their robustness on
the test set. Our conclusions are consistent with the empirical study.

We usefx;;yiglL; to represent the training data, and (X;y) as its matrix form. fxio; Yioi,
and (X%y) are their adversarial counterparts. Here,x; 2 R™, y; 2f 1;+1g, X 2R" ™
andy 2f 1;+1g". Note that these adversarial examples are generated based on the model
parametersw to maximize the loss objective, so they depend on the model parameters
and are generated on the y during training, which is consistent with adversarial training in
practice. For simplicity, we do not explicitly represent this dependence in the notation.

The notation is summarized in Table 4 of Appendix A.

5.1 Linear Models

We study the logistic regression model under an, norm based adversarial budget. In this
case, the model is parameterized byv 2 R™ and outputs sign(WTxiO) given the adversarial
example x? of the input x;. The loss function for this instance is . We assume

over-parameterization, which meansn <m .

1+eYiWTXi

The following theorem shows that, under mild assumptions, the parameters of the adversari-
ally trained model converge to thel, max-margin direction of the training data.
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Theorem 1. For a datasetfx;;yigL; that is linearly separable under the adversarial budget
s@ (), any initial point wgo and step size 2kX k 2, the gradient descentw 41 =
Wy OwLw, (X9 converges asymptotically to thd, max-margin vector of the training
data. That is,

. wy W _ .
uI!llm kWK = bk where b -argvflnm kw k

sit: 8i2f1;2;:ung, wix; 1:

(3)

The proof is in Appendix B.1. Theorem 1 extends the conclusion in Soudry et al. (2018),
which only studies the non-adversarial case. It also indicates that the optimal parameters
are only determined by the support vectors of the training data, which are the ones with

the smallest margin. According to the loss function, the smallest margin means the largest
loss values and thus the hardest training instances based on our de nition in Section 3.

To further study how the training instances' di culty in uences the model's generalization
performance, we assume that the data points are drawn from & -mode Gaussian mixture
model (GMM). Speci cally, the k-th component has a probability px of being sampled and
is formulated as:

Xi N (yirg ;1) 4)

Here, 2 R™ is the unit vector indicating the direction of the mean for each mode, and
re 2 R* controls the average distance between the positive and negative instances. The
mean values of all modes in this GMM are colinear, soy indicates the di culty of instances
sampled from the k-th component. In Appendix D.2, we demonstrate the strong correlation
of rx and the di culty de ned in Section 3.

Without the loss of generality, we assume thatr; <r, <::<rg 1 <rg. Same as in
Section 4.1, we consider models trained with the subsets of the training data, e.gn instances
from the |-th component. | = 1 then indicates training on the hardest examples, whilel = K
means using the easiest. In matrix form, we haveX = rjy T + Q for the instances sampled
from the I-th component, where the rows of noise matrixQ are sampled fromN (0; I).

Although the max-margin direction in Equation (3), where the parameters converge based on
Theorem 1, does not have an analytical expression, the results in Wang and Thrampoulidis
(2020) indicate that, in the over-parameterization regime and when the training data is
sampled from a GMM, the max-margin direction is the min-norm interpolation of the data
with high probability. Since the latter has an analytical form given by X T(XX T) 1y, we
can then calculate the exact generalization performance of the trained model as stated in
the following theorem.

Theorem 2. If a logistic regression model is adversarially trained onn separable training
instances sampled from thd-th component of the GMM described in (4),fpkgE:1 are the

probabilities of sampling from thek-th component of the GMM,; Whenﬁ is su ciently

large?, then with probability 1 O(%), the expected adversarial test errorR under the
adversarial budgetS® (), which is a function of r; and , on the whole GMM described in

2. Specically, m and n need to satisfym > 10nlogn+n 1 and m>Cnr |p log2nk k. The constant C is
derived in the proof of Theorem 1 in Wang and Thrampoulidis (2020).

10
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(4) is given by

X
R(ri; )= Pe ( reg(r) )
k=1 5)

1
)z; C1;C2 O

where g(r)) = (Cy Cor2+ o(r2)

Ci1, C, are non-negative nhumbers independent of and r|. The function is de ned as
(x)=P(Z>x); Z N (0;2).

We defer the proof of Theorem 2 to Appendix B.2, in which we calculate theexact expression
of R(r; ), C1, Cp, and show that C;, C, are positive numbers almost surely. SinceC; and
C, are independent ofr;, and ( x) is a monotonically decreasing function, we conclude
that the robust test error R(r;; ) becomes smaller wherr, increases. Since the training
set is separable, our results indicate that when the training instances become easier, the
corresponding generalization error under adversarial attack becomes smaller.

Theorem 2 holds for any as long as the training data is separable under the corresponding
adversarial budget. The following corollary shows that the di erence in the robust test error
between models trained with easy instances and the ones with hard ones increases when
becomes larger, i.e., under a larger adversarial budget.

Corollary 3. Under the conditions of Theorem 2 and the de nition of R in Equation (5),
if 1< 5, thenwe have8 0 <] K; R(ri; 1) R (rj; 1) < R(ri; 2) R (rj; 2).

The proof is in Appendix B.3. R(ri; ) R (rj; ) is the gap in robust accuracy between
the models trained on the easy instances and the ones on the hard instances under the
adversarial budget S@ ( ). Corollary 3 shows that such a gap increases with the size of the
adversarial budget. This indicates that, compared with training on the clean inputs, i.e.,

= 0, the generalization performance of adversarial training, i.e., > 0, is more sensitive
to the di culty of the training instances. Furthermore, over tting in adversarial training
becomes increasingly severe asbecomes larger. This is consistent with our empirical
observations in Figures 2, 13, 14.

5.2 General Nonlinear Models

In this section, we study the binary classi cation problem using a general nonlinear model.
We consider a model withb parameters, i.e.,w 2 RP. Without loss of generality, we assume
the output of the function f,, to liesin[ 1;+1]. Similarly to the K-mode Gaussian mixture
model studied in the linear case, we assume the data distribution to be a composition df
sub-distributions. Furthermore, each of these distributions are isoperimetric.

Assumption 4. The data distribution is a composition of K c—isoperir?_;atric distributions

on R™, eachpof which has a positive conditional variance. That is, = I|(<=l k Kk, where
k> 0and Ezl k=1. Wedene 2= E [Varlyjx]], and without loss of generality
assume that ; 2 o k > 0. Furthermore, given any L-Lipschitz function f,,
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i.e., 8x1;xo;kfyw(x1) fw(x2)k Lkxi X2k, we have the following inequality satis ed
8k2f1l;::;Kg
2

Px  kiw(x) E,(fu)k ©) 26 2a7: (6)

This is a benign assumption; the data distribution is a mixture of K components and each of
them contains samples from a sub-Gaussian distribution. These components correspond to
training instances of di erent di culty levels measured by the conditional variance. This is
because the conditional variance 2 is the expected test error of a well-trained model (Bubeck
and Sellke, 2021). Subsets with Iargelf have higher loss and the di culty function de ned

by the average training loss

We now study the properties of the modelf,, under adversarial attacks.

De nition 5. Given the datasetfx;;y;g", , the modelf,,, the adversarial budgetS( ()
and a positive constantC, we de ne the function h(C; ) as:

h(C: )= min minhiw()
w ( v) )
1 X
whereT(C; )= w fw(x]) ¥)*> C ; (7)
i=1

how()=max ;sit [fu(xi) fwx)+ 1 fuli+)  28®()
Here, xi0 is the adversarial example ok ;. We omit the superscript (p) for notation simplicity.

By de nition, h;w( ) 0 depicts the bandwidth of the model's output range in the domain
of the adversarial budget on a training instance. T (C; ) represents the set of well-trained
models whose adversarial training loss is smaller thaiC. Therefore, h(C; ) is the minimum
bandwidth among such well-trained models. The following lemma demonstrates monotonicity
properties of the function h.

Lemma 6. 8C; 1< 2, h(C; 1) h(C; 2);8;C1<Cy h(Cq; ) h(Cy; ).

Based on the de nitions of T and h;, and for a xed value of C, we have8 ; < »,
hiw( 1) hiw(2)and T(C; 2) T (C; 1). Asaresult, 8 1< 5, h(C; 1) h(C; 2). In
addition, since 8C1 < C,, T(Cq; ) T (Cy; ) for a xed value of , we have8C; < Co,
h(C1; )  h(Cy; ). That is to say, h(C; ) is a monotonically non-decreasing function on
and a monotonically non-increasing function onC. In practice, when f,, represents a deep
neural network, h(C; ) increases with almost surely, because the attack algorithm usually
generates adversarial examples at the boundary of the adversarial budget. Based on the
monotonicity properties of h, We then state our main theorem below.

Theorem 7. Given n training pairs fx;;yigL; sampled from thel-th component | of the
distribution in Assumption 4, the parametric model f,, the adversarial budgetS(®( ) and
the corresponding functionh de ned in De nition 5, we assume that the modelf,, is in the
function spaceF = ff,;w 2 Wg with W  RP having a nite diameter diam(W) W
and, 8wi;wp 2 W kfy, fw,ki Jkwi woks . We train the model f,, adversarially

12



On the Impact of Hard Adversarial Examples on Overfitting in Adversarial Training

using thesen data points. Let x? be the adversarial example of the data pgint;, i.e., x°=

argmax, . (fw(Xaa) Vi) st KxXaaw Xikp .8 2(0;1), if we have: L, (fuw(x
yi)’=Cand = 2+h%C;) C 0, then with probability at least1 , the Lipschitz
constant of f,, is lower bounded as
r
nm
Lip (f — :
P(w) 57 S hiog@wd 1) log(=2 26 2 "0 7 (8)

Lip (fw) is the Lipschitz constant off,: 8x1;X2, kfw(x1) fw(x2)k Lip(fw)kxy Xx2k.

The proof is deferred to Appendix B.4. Theorem 7 extends the results in Bubeck and
Sellke (2021) to the case of adversarial training. The Lipschitz constant is widely used
to bound a model's adversarial vulnerability on the test set (Ruan et al., 2018; Weng
et al., 2018a,b); larger Lipschitz constants indicate higher adversarial vulnerability on
the test set. Note that modern deep neural network models typically have millions of
parameters, %]ob maxf ¢; m; ng. In this case, we can approximate the lower bound (8) by

Lip(fw) & 57 W, and the right hand side increases with .

Recall that needs to be non-negative and Lemma 6 indicates that monotonically decreases
with the increase of C, so the adversarial training lossC is upper bounded. That is to say,
our theorem is based on the assumption that the model is well t to the adversarial training
instances, i.e., small adversarial training loss, which is exactly when adversarial over tting
occurs. By contrast, there is usually no adversarial over tting with large adversarial training
loss when adversarial training does not or cannot t the training set. For example, when is
too large for adversarial training to converge, we will obtain a constant classi er as indicated
in Liu et al. (2020). While the model has a high robust test error, the adversarial over tting
does not happen in this case.

Theorem 7 is applicable to anyl, norm based adversarial budget, which is decoded in the
de nition of h(C; ). Since = |2+ h2(C; ) C, we can conclude that the Lipschitz upper
bound and thus the adversarial vulnerability is a ected by three factors: it increases with
both | and but decreases a<C increases.

First, in the late phase of adversarial training, which means the condition = 2+ h?(C; )

C 0, as the training processes, the adversarial training los€ becomes smaller and smaller.
Based on (8), the Lipchitz lower bound of the model increases, indicating a higher adversarial
test loss. That is, in the nal stages of training, which ensure that 0, the training loss
decreases while the test loss increases. As a result, the generalization gap increases.

Second, with xed C, i.e., the adversarial training loss is xed, and the generalization gap
is indicated by the adversarial test loss, represented by the Lipschitz lower bound in (8).
When is xed, the Lipschitz lower bound increases with the increase of |. That is, under
the same adversarial budget, the generalization gap increases with the instances' di culty,
measured by | in our theorem. When | is xed, the Lipschitz lower bound increases
with the increase of . Therefore, using the same training instances, the generalization gap
increases with the size of the adversarial budget, measured by

Finally, Theorem 7 discusses the case where the model is trained on samples from one
components of the data distribution, i.e., a subset of the training set. This is exactly the
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case of Section 4.1. Furthermore, we can utilize Theorem 7 to analyze the cases when
the model is trained on samples from the entire data distribution, which consists fromK
components. Similarly to the analysis in Section 4.2, we calculate the training los§Cigl,
for all K components. Correspondingly, we can de ne the functionh;(C; ) same as in
De nition 5 except that it is based on, instead of all training instances, the training instances
sampled from the i-th component from the data distribution. Based on this, we de ne

i = 2+ h?Ci; ) Cjfori2fl;2::;Kg. We can then utilize Theorem 7 for training
samples from each distribution component and then obtain the lower bound of the model's
Lipschitz constant. Formally, we have the following:

Corollary 8. Given the assumptions of Theorem 7, except that the training data is sampled
from all K components and containsn; training instances from the i-th component, f Cigl,, ,
fhigl,, f igl, dened for each components of the data distribution, then with probability

at least 1 , the Lipschitz constant off, is lower bounded as
8 9
<8 mm -
Lip(fw) max = : i 0 9)

2

2" ¢ blog@WJ . Y log(=2 2e 2n?) :

Corollary 8 is straightforward from Theorem 7: We calculate the Lipschitz lower bound
based on the adversarial training loss of each component as long as it is valid, i.e,, 0.
The formal proof is provided in Appendix B.5 Corollary 8 indicates the Lipschitz lower
bound of the model when it is trained on the whole training distribution. Similarly to the
analysis of Theorem 8, the value of ; for each component of the data distribution increases
as the training processes. That is to say, the size of the sdtij ; Og increases, i.e., there
are more and more numbers fed to the max operator in (9). In addition, the Lipschitz lower
bound derived by the training instances from each components monotonically increases
during training. Combine these two points together, we can conclude that the Lipschitz
lower bound provided by (9) monotonically increases during training, indicating more and
more severe over tting. As in Theorem 7, the Lipschitz lower bound also increases with the
increase of , indicating that using a larger adversarial budget in adversarial training su ers
more from over tting.

In the early phase of adversarial training, the di erence in the adversarial training loss for
easy and hard instances is large. That is, the value o€; dominates the calculation of ;.
In this stage, the Lipschitz lower bound in (9) is dominated by the easy instances, because
for hard instances sampled from thei-th component, C; is huge and the corresponding ;
does not satisfy the condition ; 0. However, in the late phase of adversarial training, the
adversarial training loss for all training instances is close to 0. As a result, the value of;
dominates the calculation of ;. In this stage, the Lipschitz lower bound in (9) is dominated
by the hard instances, becausai;C; ' 0, and ; increase with the increase of ;.

Corollary 8 explains the phenomena shown in Section 4.2 and con rms that tting hard
adversarial instances is harmful for the generalization performance.
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5.3 Numerical Simulation

We conduct numerical simulation to con rm the validity of Theorem 7 in our settings. To this
end, we use the CIFAR10 dataset and an RN18 network architecture. However, calculating
the Lipschitz constant of a deep neural network is NP-hard (Scaman and Virmaux, 2018),
exactly calculating the Lipschitz constant (Jordan and Dimakis, 2020) is so far infeasible
for modern deep neural networks. Instead, we therefore estimate the upper bound of the
Lipschitz constant numerically, as in (Scaman and Virmaux, 2018).

Lipschitz in I, Cases ( 10%)

Value of 2-055 4255 8255
Easyl0K 591 0:00 606 0:00 1454 0:02
Random10K 2898 0:03 7996 0:16 9363 0:34
Hard10K 7242 0:48 11760 2:18 56724 0:59
Lipschitz in 1, Cases ( 1EF)
Value of 0:50 Q75 100
Easyl0K 334 001 367 0.00 391 0.00
Random10K 3001 0:08 3128 0:04 3934 0:08
Hard10K 60:62 0:07 8006 0:16 7755 0:61

Table 1. Upper bound of the Lipschitz constant under di erent settings of the adversarial
budget when the model is adversarially trained for the easiest, random, or the hardest 10000
instances of the training set. The experiments are run 20 times, and we report both the
mean and the standard deviation in the form of \mean standard deviation".

Table 1 provides the upper bound of the Lipschitz constant of models trained by di erent
subsets of the training data and di erent adversarial budget. Due to the stochasticity
introduced by the algorithm of Scaman and Virmaux (2018), we run it 20 times and report
the average and standard deviation; we observed that the standard deviation is negligible
compared with the magnitude of the mean value. Based on the results in Table 1, it is clear
that the models adversarially trained on the hard training instances have a much larger
Lipschitz constant than the ones trained on the easy instances.

Figure 5 depicts the curves of the Lipschitz upper bound when the model is adversarially
trained by the easiest, random, the hardest 10000 instances or the whole training set. The
adversarial budget is based on thel; norm with = 8=255. We can clearly see that,
as training progresses, the Lipschitz upper bound increases in all cases. Furthermore, in
the last phase of training, the Lipschitz estimation of the models adversarially trained on
hard instances is bigger than the ones on easy instances. These results are consistent with
Theorem 7. In addition, when we conduct adversarial training on the whole training set,
the Lipschitz bound is close to the one trained on the easy instances in the early phase
of training, while it is close to the one trained on hard instances in the late phase. This
observations is consistent with what Corollary 8 indicates.
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Figure 5: Curves of the Lipschitz upper bound when the model is adversarially trained by
the easiest, random, the hardest 10000 instances or the whole training set. The y-axis is in
log-scale. Left: the adversarial budget is based on thé, norm with = 8=255. Right: the
adversarial budget is based on thd, norm with = 1.

6 Case Study and Discussion

Our empirical and theoretical analyses indicate that tting hard adversarial leads to adversar-
ial over tting. In this section, we rst review existing approaches to mitigating over tting in
adversarial training. Speci cally, we show that they implicitly avoid tting hard adversarial
instances, which provides an explanation for their success. We also show that the methods
that encourage tting hard adversarial instances fail to yield truly robust models.

We believe that our discovery is broadly applicable to di erent tasks aiming to achieve
adversarial robustness against a norm-based adversarial budget. In this regard, we study
the cases of fast adversarial training and adversarial ne-tuning with additional training
data. Our results indicate that avoiding to t hard adversarial instances also improves the
performance in these cases. More detailed discussions are deferred to Appendix D.4.

6.1 Standard Adversarial Training: A New Perspective on Existing Methods

Existing methods aiming to mitigate adversarial over tting can be generally divided into
two categories: those that use adaptive inputs, such as Balaji et al. (2019), and those that
rely on adaptive targets, such as Chen et al. (2021b); Huang et al. (2020). We show below
that both categories implicitly aim to prevent the model from tting hard input-target pairs.

We use instance-wise adversarial training (IAT) (Balaji et al.,, 2019) and self-adaptive
training (SAT) (Huang et al., 2020) as examples of these two categories. IAT uses an
instance-adaptive adversarial budget during training. It adaptively adjusts , the size of the
adversarial budget, for each training instance. SAT uses self-supervised adaptive targets
instead of the ground truth during training. We run both algorithms using the settings

in their original papers, except that we train the model for 200 epochs for a consistent
comparison. The details are provided in Appendix D.4.

Let us study how these algorithms adaptively use instances of di erent di culty levels.
For IAT, we plot the relationship between the instance diculty d(x;) and its adaptive
adversarial budget's size ; in Figure 6a, which shows a high correlation (0884) between
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(a) (b) (c)

Figure 6: Results of our case study. The model is always an RN18 and the target adversarial
budget's size =8=255. (a) Relationship between instance di culty d(x;) and its adversarial
budget size in IAT for the CIFAR10 training set. (b) Average weights of di erent groups in
the CIFAR1O0 training set during training in SAT. The warmup period is 90 epochs, and SAT
is enabled after that. (c) Training accuracy of di erent groups on the CIFAR10 training set
during training in SAT. The solid lines and the dashed lines represent the accuracy on the
ground truth and on the adaptive targets, respectively. The warmup period is 90 epochs,
and SAT is enabled after that.

them. Speci cally, we nd that the hard instances are assigned smaller adversarial budgets
for training, which indicates that IAT prevents the model from tting the hard adversarial
instances. For SAT, we show the average weights assigned to the instances in each group of
fGig?:O during training in Figure 6b. The hard instances are clearly assigned much smaller
weights to calculate the loss, which indicates that they are downplayed during training. We
also provide the average accuracy of each group during training in Figure 6c, given both the
ground truth or the adaptive target. 2 We observe that the hard instances have much higher
accuracy on their adaptive targets compared with the ground truth, while such a di erence
is much smaller for the easy instances. Our results thus indicate that the adaptive targets
used by SAT are much easier to t, which avoids having to directly t the hard adversarial
input-target pairs.

In addition to IAT and SAT, other methods have introduced regularization terms to mitigate
adversarial over tting, such as Zhang et al. (2019b) and Chen et al. (2021b). These
regularization terms calculate the distance between the adversarial output logits and their
anchor points. The anchor points are the adaptive targets, and can be the clean output
logits in Zhang et al. (2019b) or a teacher network's outputs in Chen et al. (2021b). The
regularizers used in these methods encourage the adversarial output logits to be closer to
the anchor points other than to the ground truth for the hard instances. In other words,
these methods also use adaptive targets to avoid tting the hard input-target pairs.

In contrast to the methods above, Zhang et al. (2021) proposed an instance-adaptive
reweighting strategy which assigns larger weights to the training instances that PGD breaks

in fewer iterations. In other words, this approach assigns larger weights to the hard adversarial
instances, which contrasts with what our analysis revealed. As a matter of fact, this method

was recently shown to be vulnerable to adaptive attacks (Hitaj et al., 2021).

3. For the adaptive target t, the prediction o is considered correct if and only if argmax; t; = arg max; o;.
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